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and Event Management (STEM) and
Privileged Account Management (PAM)

solutions. KRA has implemented both
the STEM & the PAM.”

Pg 26.Kenya Revenue Authority runs
an enterprise ICT Infrastructure that
includes the following:

1. Approximately ten thousand
(10,000) users accessing various
applications.

2. Enterprise Applications
Infrastructure consisting of about
fifteen (15) application platforms
running over sixty (60) unique internal
business systems. The fifteen
application (15) applications are
required to be on-boarded during the
solution implementation.

3. Enterprise Local and Wide Area
Network (LAN and WAN)
Infrastructure of over seventy (70)
branch offices with users accessing
applications which are centralized

Please confirm on the total number of
users - Internal and External for which
the [AM solution needs to be provided.
This is critical information as licensing
of the product depends on named
users.

The scope of this tender covers
internal users only.

Employees-8,000

Contractors- 0

Customers-0

Other External users (specify each)-0

To be able to integrate the 15
applications, details of applications are
required.

Please provide following information
for each of the 15 applications.

a> Name of the Application

b> Desktop or web based

Refer to Table 2 below for
Application Profiles

Al
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Pg27,1.4

Support and Maintenance

Successful bidder MUST provide three
(3) years support and maintenance
services with manufacturer/authorized
premier support renewable annually
commencing on the commissioning
date.

We understand that KRA is looking for
following

a> OEM Software support and
maintenance for a period of 3 years

b> Bidder skill support for a period of 3
years.

Please confirm

a)

b)

The Authority requires, OEM
Software support and
maintenance for a period of 3
years and billed per annum
(quote per year).

The Authority requires, bidder
skill support for a period of 3
years and billed per annum
(quote per year).

Pg 26,28 d) Build capacity in the KRA
internal team through training, skills
transfer and hands-on involvement to
enable KRA staff to competently
support and maintain the solution

Successful bidder MUST provide the
IAM solution authorized training for all
the components procured. The training
and capacity building should cover at
least fifteen (15) KRA staff.

a) We assume KRA is open for web
based virtual online training
from authorized training
partner. Please confirm

a)

KRA will prefer a physical
training from an authorized
training partner.

10.

2.3 The consultant MUST ensure that
the Integrated Enterprise solution is

configured to provide multi-factor
authentication (MFA) implementing
the following authentication types;
Password, Soft-token, Adaptive/risk-
based authentication, One-time
passwords (OTPs) sent via SMS, smart
phone application and email. The

a) Please elaborate total number of
the users for which the MFA
functionality needs to be
implemented. Also elaborate on
type of MFA to be facilitated for
user.

b) Please confirm how many users
for soft Token, how many for

a)

b)

It will be used for all 8,000
users. The solution should
support all the listed MFA
types.

All users will have the selected
MFA types implemented in

their profiles.
v’
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AUTHORITY

through VPN or applications are
accessible via public internet.

12,

2.11 The consultant MUST ensure that
the Integrated Enterprise Identity
Management Solution integrates with
select fifteen (15) KRA applications that
are accessed by both KRA internal
users and select external users. The
bidder is required to
explain/show/demonstrate how the
requirement will be achieved

For an IDM solution the
integration with various
application efforts from both
IAM tool and Application
vendor. We understand that any
modification required on the 15
application side for enabling the
integration will be performed by
KRA. Please confirm

a)

KRA will facilitate the
modifications required as
directed/supervised by the
IAM vendor.

13.

3.1 The consultant MUST ensure that
the Enterprise Identity Management
Solution is configured to authenticate
Active Directory user identities. The
bidder is required to explain /show
/demonstrate how the requirement is
to be achieved

Please confirm the version of
Microsoft Active Directory in use
at KRA

a)

Version 2016

14.

3.4 The consultant MUST ensure that
the Enterprise Identity Management
Solution is configured to integrate with
all KRA applications The bidder is
required to explain /show
/demonstrate how the requirement is
to be achieved

a)

To be able to integrate the 15
applications, details of
applications are required.
Please provide following
information for each of the 15
applications.

a> Name of the Application
b> Desktop or web based

c> Hosting Platform like java,
IBM, oracle, apache etc.

d> Version details

e> Database platform

Refer to Table 2 below for
Application Profiles

All the 15 applications to be
integrated with TAM solution
are on premise, though there
exist cloud based applications.
KRA will facilitate the
modifications required as
directed/supervised by the
IAM vendor.

Page 6 of 24
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AUTHORITY

17. | 4.2 The consultant MUST ensure that a) What compliance, regulatory or a) The IAM Solution should
the Enterprise Identity Management operational reports need to be generate reports based on
Solution is configured to provide generated from IDAM solution. Audit Logs.
Identity & Access Management Please confirm
compliance and governance auditing
and reporting. The bidder is required to
explain /show /demonstrate how the
requirement is to be achieved
18. | The consultant MUST ensure that the a) This functionality is more for a) The IAM Solution should lock
Enterprise Identity Management endpoint and workstation and the application after a given
Solution is configured to support not part of Identity Lifecycle idle time.
workstation lockout/idle time scenario management. Please confirm.
Locking of the workstation is
Or KRA is looking for Web not part of Identity Lifecycle
Interface/GIU to have an management.
timeout option. Please confirm
19. | 5.1 The consultant MUST ensure that a) Please confirm the total number a) KRA has a total number of
that the Enterprise Identity of users for the MFA. 8000 internal users. Correct,
Management Solution is configured to We assume KRA is looking for KRA is looking for a solution
implement the following authentication solution to support all the said to support all the said options
types: - Password - Soft-token - Web options for MFA and based on for MFA and based on
Services authentication capabilities - feasibility of users, location, feasibility of users, location,
One-time passwords (OTPs) sent via mobile devices, application they mobile devices, application
SMS, voice call or email. - Mobile will use the specific they will use the specific
phone-based authentication - FIDO The authentication method. authentication method.
bidder is required to explain /show
/demonstrate how the requirement is
to be achieved
20./ 5.3 The consultant MUST ensure that a) Please confirm the mobile a) The solution should support

the Enterprise Identity Management
Solution is configured to support push-

devices used by the KRA user for
which the solution needs to be

all mobile devices. However,

Al
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- Lead the implementation of the
designed architecture that meets the
KRA requirements and the
requirements of this bid

- Work closely with stakeholders to
ensure that risks are collected,
prioritized, and mitigated throughout
the life cycle of the project.

- Lead the Enterprise Identity
Management Solution implementation
and build capacity in the KRA internal
team to competently implement and
maintain the solution

- Hand hold KRA internal
implementation team in maintenance
and support of the Solution on a need
basis.

The bidder is required to explain /show
/demonstrate how the requirement is
to be achieved

24.

11.3
KRA preference is to partner with

OEM(s) in implementing suitable
solution integration. In this regard the
OEM(s) will take a lead role in
implementing the solution.

Bidder are therefore required to
demonstrate proof of OEM(s)
partnership in providing leadership in
implementing the integrated solution

a) Total number of IAM deployments in
Kenva are very limited. Additionally
KRA has asked in the identified
specification for OEM involvement for
execution of the project. Will KRA allow
to use OEM references and CV's for the
bidders experience.

a) if the OEM be the lead in

implementer then KRA will allow
use of OEM references and CV's for

the bidders experience.

w il

/
/4
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28. a) Are the lifecycles of different a) Each application manages its
user types currently being own users. Most use their own
managed through some process? databases.
Please provide a brief for each
| type
29. e) Arethe master data repositories a) Yes, though the master data
for these users identified? repository for the IAM
(Employees in HRMS, solution will be the AD.
7 Contractors in AD, Other types
in CRM etc.)
30.| Applications 2) Our understanding is that IGA a) Emphasis will be on access
platform is being used for management, SSO and MFA
Identity governance and Identity platform.
provisioning. One more platform
is required for access
management, SSO and MFA. Pls
confirm our understanding of
your requirement
31. a) Application categorization under a) Refer to Table 2 below for
web based/thick client Application Profiles.
based/thin client based? b) All the 15 applications to be
b) Approx. number of applications integrated with IAM solution
are 15 but pls elaborate on where are on premise, though there
they are hosted in DC or in exist cloud-based applications.
cloud?
39, a) What is the total user base per a) Business applications- 3000
application? users, Common applications-
b) Can we get the list of all 15 8000 users.
applications and their details to b) Refer to Table 2 below for
just check on technical feasibility Application Profiles. \Q.Q
v/
Page 12 of 24
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37. a) Isthere a uniform naming a) There is a uniform naming
convention for user accounts convention.
across different applications? Or
are there some uniquely
identifying attribute such as
Employee ID available with each
account in the application?

38.| IDAM Functionality a) Are SoDs identified for a) We will inherit the roles as
applications and required to be they are configured in each
defined in the IGA solution? system hence no SoDs
What is the indicative total conflicts are expected.
number of SoD conflicts to be
configured with IGA solution?

39. a) We are considering application a) Not in scope because we will
remediation to define roles, inherit the roles as they are
access privileges and SoD configured in each system.
violation matrix before
onboarding application to IGA as
part of the scope? Pls confirm

40 a) Are the application roles a) The IAM solution should be
dynamic in nature and role able to inherit the roles as
mining required? configured in each application

by the respective admin.

41. a) Isthe RBAC structure across the a) Each application has its own
organization known and RBAC structure documented.
documented?

42. a) What is the birth-right a) The IAM solution should
applications to be granted upon inherit the ones defined in the
user creation for each type? respective application.

43. a) Isthere a need of Request based a) Yes.

access control to be
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a) How many applications need to a) Atleast 5applications per
be integrated each quarter to quarter.
access management? b) All the 15 applications to be

b) What is the distribution between integrated with IAM solution
on-prem and cloud-based are on premise, though there
applications? exist cloud-based applications.

Other requirements a) How is remote access being a) Through LAN, which in turn
facilitated? will be used to access the
various applications.
a) What are MFA requirements? a) 2.3 The consultant MUST
9) For how many users? ensure that the Integrated

Enterprise solution is
configured to provide multi-
factor authentication (MFA)
implementing the following
authentication types;
Password, Soft-token,
Adaptive/risk-based
authentication, One-time
passwords (OTPs) sent via
SMS, smart phone application
and email. The bidder is
required to
explain/show/demonstrate
how the requirement will be
achieved..

b) The solution is to serve 8000
internal users.

a) How many LDAP servers are a) There are 5 LDAP servers that
there? replicate each other. N
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61.

62.

63.

64.

65.

66.

a) How do business units and a) This is out of scope, the IAM
business application owners solution should be able to
undertake the User Access inherit the roles as configured
Review process? Is the process in each application by the
defined and managed with roles respective admin.
of attesting managers clearly
known?

a) What is the current User Access a) The IAM solution should be
Certification cycle for each able to inherit the User Access
application and what is the Certification cycle as
remediation process? configured in each application

by the respective admin.

a) How many active domains are in a) We will integrate the solution
scope? with one active directory.

a) Issupport & maintenance is part a) Yes, Support and maintenance
of the scope? is part of the scope.

b) How many shifts do you b) We anticipate the Support will
anticipate from support be available whenever needed.
perspective? ¢) No, KRA operates on a 24/7

¢) We understand the intention is basis.
to have 8x5. Pls confirm

a) Can we assume L1 will be a) Yes, level 1 issues will be
handled separately by common handled by a common
helpdesk not in the scope of this helpdesk.

RFP?
a) What are the compliance a) If the OOTB reporting feature

reporting requirement?

Is this OOTB or there are any
customized reports to be
generated?

covers all audit queries, it will
be acceptable, otherwise
customized reports will be
required. A
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74. a) The IAM solution should allow
5.3 The consultant MUST ensure that delivery of information to a
the Enterprise Identity mobile device or desktop
Management Solution is configured to computer without a specific
support pushnotification technology for a) Could you please explain more request from the solution, e.g
supported tokens. on this with example. Gmail and Yahoo.

75. | 7.3 The consultant MUST ensure that a) Does it mean to say depending on the | a) Yes, the risk will determine the
the Enterprise Identity risk it should ask for autentication authentication mechanism to be
Management Solution is configured to | mechanism or MFA or questions will be | used.
provide context sensitive asked while authenitcating
authentication that allows the creation
of risk-based
policies that look at the context as the
user is authenticating
and dynamically determine which
authentication actions to
require the user to take.

76. | 10.3 The consultant MUST ensure that | a) Does it mean it should run audit a) Yes.
the Enterprise Identity based on the mentioned critariea and
Management Solution is configured to | generate report b) Users should be able to
implement user change their passwords and
maintenance auditing (identity b) also please put some light on self unlock their accounts by
updates, password changes, administration. themselves.
self-administration, etc.).

77./| 10.5 The consultant MUST ensure that | a) which reporting engine KRA uses a) SIEM tool is used for logs and

the Enterprise Identity

Management Solution is configured to
support integration

with other reporting engines.

common monitoring tools e.g
graffina.
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84.| We can see in the procurement plan @) Can you confirm that this is the a) Bidders are required to
2020-2021 of KRA that allocated real budget of the project? provide their actual cost for
budget for consultancy services for Based on our experience in consultancy services and
1dentity and access management is similar projects, it is not implementation of the IAM
25.357.304 KES. sufficient, keeping in might the solution. Budgetary issues are
amount of applications needed KRA internal processes.
to integrate.

85.. &) Are each of these applications a) Yes, the applications are
currently running in production? currently running in

production.

86. a) What is current authentication a) The authentication
mechanism used in these mechanism is unique to each
applications? application, most of them

b) Where is information about being custom made.
system users stored? For b) Information about system
example in LDAP storage, in users is stored in LDAP
database, etc. storage and applications
database. Although for the
IAM solution LDAP storage
will be used.

87. &) Isthere currently any a) No, the available
implementation of single-sign- implementation is the on
on (SSO)? proof of concept.

88. 2) Isthere currently any a) No, the available
implementation of federation? implementation is the on

proof of concept.

89. a) Must the application be a) KRA is open to Enterprise or

Enterprise or Open
Source/Freeware applications
allowed?

Open Source/Freeware
solutions.
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Exalytics 1 Database There are
y Web-based/ Oracle Internal approximately 50

| Database applications in
7 Web Based Custom Internal each site (a total
of approximately
LDAP =
L Web Based Custom Internal 100 applications
on both sites).

Apache HTTP

IBM Websphere

LDAP
4 Web Based Koha Internal Internal users

> TDAD access
Exo Web Basec Exo Internal applications on

LAN, external
users access
applications over
the internet
Some
applications use
reverse proxy

Koha

DSpace 1 Web Based DSpace Internal LDAP

Note:
Prospective bidders are hereby advised to align their Tender Security to the new tender opening date i.e 274 February, 2021 to
be valid upto and including 15t February, 2022

The clarification form part of the bidding document and is binding to the bidder. All other terms and conditions of the tender remain
the same. You are therefore required to immediately acknowledge the receipt of this clarifications.
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